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The phrase “broke the internet” has entered popular culture – 
in no small way due to Kim Kardashian. But should any degree of 
internet hype be bringing down websites in 2018?

The short answer is no, yet we constantly see stories of website 
failures – be that a ticketing company struggling to keep up with 
demand for Star Wars tickets, or a fashion retailer’s online store 
crashing because Meghan Markle wore one of its coats.

We also see instances of websites crashing at the worst possible times, 
during peak periods, for example. But these are entirely preventable.  
A well-managed cloud infrastructure will keep websites operational 
during the busiest periods and help to build faster websites. This is 
not only great for the user experience, but it also helps companies 
rank higher on search engines, such as Google and Bing. 

Don’t ever say  
“we broke the 
Internet”

“I AM THE HEAD OF I.T. AND I HAVE IT ON GOOD 
AUTHORITY THAT IF YOU TYPE ‘GOOGLE' INTO 
GOOGLE, YOU CAN BREAK THE INTERNET. SO PLEASE, 
NO ONE TRY IT, EVEN FOR A JOKE. IT'S NOT A 
LAUGHING MATTER. YOU CAN BREAK THE INTERNET" 
JEN, THE IT CROWD, CIRCA 2009
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SO, WHY DO 
WEBSITES KEEP 
CRASHING?

WEBSITES CRASH BECAUSE THEY CAN’T COPE WITH THE DEMANDS 
BEING PLACED UPON THEM. IN THEORY, IN A CLOUD ENVIRONMENT, 
INFRASTRUCTURES SHOULD BE ABLE TO SCALE UP ALMOST INFINITELY, 
SO WEBSITES SHOULD BE ABLE TO COPE WITH INCREASED TRAFFIC AT 
ALL TIMES. YET, COMPANIES ARE STILL PLACING RESTRICTIONS ON 
THIS FACILITY, FOR THREE MAIN REASONS:

1) Cloud infrastructure isn’t viewed 
as a utility
Beyond the IT department, people within a business don’t always view a scalable cloud 
infrastructure as a utility. Procurement and finance teams, for example, are more likely to 
view it as a cost to be controlled.

There needs to be a broader understanding within businesses, however, that in the same 
way utilities like electricity and gas help to keep a high street store functional, cloud 
computing keeps online businesses operational. 

2) Broader business implications are 
missed
When it comes to ecommerce website infrastructure, broader business implications are also 
being missed. Take, for example, the impact that a major marketing campaign can have on web 
traffic. If the company’s infrastructure is not set up to cope, the increased volume could 
slow down a site to the point where it eventually falls over. 

This will not just result in a loss of sales due to customers not being able to access the 
site. It also renders the efforts of the marketing department redundant, which is a waste of 
resources. Any investment made on advertising the campaign is also money down the drain. 

3) Additional resources aren’t 
allocated when needed
One of the biggest benefits of cloud computing is the ability to scale up your infrastructure 
for short periods of time and then scale back down again, so you don’t pay for extra 
capacity when you no longer need it.

Companies are still not allocating sufficient resources during busy periods, however. For 
example, UK shoppers were expected to spend £2m online every minute during last year’s 
Black Friday sales, yet we still saw a whole host of major retailers’ websites crash. The 
potential cost of this is difficult to calculate but it’s got to be significant.

http://
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THE OBVIOUS FIRST STEP IS TO IMPLEMENT A SCALABLE PLATFORM 
AND ARCHITECTURE THAT WILL ALLOW YOU TO ENJOY THE ELASTIC 
BENEFITS OF CLOUD COMPUTING. BUT SECONDLY, THERE ALSO NEEDS 
TO BE A RECOGNITION THAT BUSINESSES GROW AND WEBSITES 
EVOLVE – AND ONGOING ADJUSTMENTS WILL NEED TO BE MADE. 
TO UNDERSTAND HOW TO SUCCESSFULLY HANDLE THE TECHNICAL 
ELEMENTS INVOLVED IN THESE ADJUSTMENTS, WE NEED TO REVIEW 
THREE AREAS OF MANAGEMENT: TRAFFIC, FEATURES AND SECURITY.

Managing increased traffic levels
With a scaling infrastructure we can finally get rid of work-arounds, like auto-queuing 
systems. Used a lot in the past by ticketing sites when overwhelmed by demand, these systems 
divert customers to a static site when a traffic limit has been reached. In effect, they 
shove customers in a queue for the site, providing an awful user experience. But, given that 
companies pay for queuing systems, why not pay to scale your site instead?

Scaling
When building a scalable infrastructure, performance testing will take place to discover where capacity 
boundaries exist. But it’s important to note that you wouldn’t wait until your site was on the point 
of collapse before scaling started to take place. When CPU and memory start to run out of capacity, the 
website will become noticeably slower. So, there’s a business decision to be made as to how bad you are 
prepared to let the user experience get before you start to scale. 

For example, if a web server usually handles 1,000 requests per second, you might set 25%, or 250 
requests per second, as the threshold at which auto-scaling will begin. However, if the deterioration of 
performance leads to abandoned shopping carts when you dip below 50%, you may want to set that as your 
threshold instead. 

There are instances where you may want to schedule scaling in advance - for instance, if you know that 
traffic levels are likely to increase due to a marketing campaign. If you provision extra capacity in 
advance, it will ensure performance can stay at 100% and you won’t encounter any slowdown as you wait 
for auto-scaling to kick-in. 

Content distribution 
Scaling is not the only answer though. You can take the strain off your infrastructure by using a 
content distribution network (CDN). This will also deliver faster results for customers and prevent you 
scaling unnecessarily. 

A CDN works by caching website requests and responses locally. For example, if your website 
infrastructure has been built with AWS in Dublin, without a CDN in place, all requests to the website 
will be managed in Ireland. But with a CDN, you allow AWS’s private network to manage that request in 
the regional hub closer to the end user. If they are in London, the response will come from London – 
leaving your infrastructure with less work to do. 

HOW TO NOT 
“BREAK THE 
INTERNET”
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Managing new features
It has become the norm for organisations to continuously improve their website. Rather than 
releasing a host of features and updates once a month, this is now happening daily. 

This has become possible due to the adoption of DevOps working practices, which allow for 
the quicker production of new applications. When you release new functionality at this rate, 
however, it requires solutions at the infrastructure level. Orchestration and configuration 
tools, such as Terraform, Puppet and Ansible, are helping to automate this deployment 
process, and are providing greater control when scaling. 

There are numerous benefits to this continuous development approach. It not only allows for 
functionality to be brought to market faster, but it also allows you to take a much more 
focused approach when deploying new features. This is far less risky than releasing numerous 
features in one fell swoop. 

Application performance management
You can test the impact of a new feature in the production environment, using tools such as 
Blackfire, before going live. However, there is always the potential for unpredictable user 
behaviour, and ongoing monitoring is also vital if you want to optimise performance. 

Application performance management (APM) tools, such as New Relic and App Dynamic, will 
alert you to any problems and show you how you can improve applications. For example, you 
may find that a badly implemented database or third-party application request is taking a 
couple of seconds to process. These are the types of issues that can severely impede the 
performance of a website and potentially kill it. 

Without APM tools in place you wouldn’t know that a specific issue with a specific application 
was causing the problem. The assumption may be that the infrastructure was struggling 
because it was reaching capacity and it was time to scale up.

Managing Security
Cyber criminality is, of course, an ever-present threat for any business operating online – 
and it would be a mistake not to mitigate the danger.

All organisations should put counter measures in place, such as firewalls and anti-virus 
software, to help prevent attacks. Standard defences, however, are useless when attempting 
to stop a distributed denial of service (DDoS) attack. 

These are attacks that attempt to bring down a website by overwhelming its infrastructure 
with requests. They sometimes originate from a malicious party holding a grudge or could be 
a criminal element attempting to extort payment, in return for ceasing the attack. 

These attacks can last a few minutes or a few days and can be devastating during peak 
periods of business. Cloud infrastructures do offer several sources of protection against 
this threat though.

The big cloud service providers all offer inbuilt protection against these types of cyber-
attacks. For instance, AWS Shield is a free service that detects and filters DDoS attacks at 
a network level. This is a one size fits all approach, but a commercial version, AWS Guard 
Duty, will also monitor your infrastructure 24/7 and put measures in place that are specific 
to your needs. 

Auto-scaling 
There is always the option to scale your infrastructure to cope with the additional demand 
an attack creates. Depending on the size of the attack this could be costly, however, and 
the question has to be asked, “how much is staying online worth?”

For the big e-commerce companies, it may be worth riding out the cost, but others have finite 
budgets. They may decide it’s better to disable the platform and work with a consultancy to 
get them back online afterwards. 

Content distribution, again 
A CDN’s ability to keep traffic off your main infrastructure can also come in handy if you 
are hit with a DDoS attack. The CDN will scale on your behalf, so you don’t need to. There 
will be a fee for using additional bandwidth, but this is much more cost effective than 
increasing the size of your infrastructure.

C A P A C I T Y

u n - m e t  d e m a n d  d i s s a t i s f a c t i o ne x c e s s  c a p a c i t y

D E M A N D

t r a d i t i o n a l :  r i g i d

C A P A C I T Y

D E M A N D

a w s  c l o u d :  e l a s t i c
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Conclusion
Choosing whether to stay online or not can sometimes be a strategic business decision, 
if you are encountering an extreme situation such as a DDoS attack. But in almost all 
other situations it makes sense to ensure your website can’t crash, and with a scalable 
infrastructure that’s entirely possible. 

What’s needed, however, is a shift in mindset, from cloud infrastructure being viewed as 
a controllable cost to it being seen as a utility bill worth paying. When the additional 
benefits of scalability – such as the ability to enhance your customers’ experiences – 
become more widely understood, we believe that shift in attitude will finally take place. 
And when that happens, we’ll be able to consign sayings like, “we broke the internet” to 
the history books.

About Steamhaus
Steamhaus is a cloud and devops consultancy that enables businesses to leverage the power 
of public cloud providers, which include Amazon Web Services, Microsoft Azure and Google 
Cloud Platform.

We design, build, manage and monitor platforms to ensure they are fast, secure, highly 
available and can scale seamlessly to deliver the very best customer experience.

Specialising in high-growth ecommerce businesses and start-ups, our customers include 
several household-names as well as the donation platform for one of the country’s largest 
telethons.

We help these customers to take advantage of leading-edge technologies including 
microservice and container architectures, and release automation.

Learn more at steamhaus.co.uk

Work with us

We’d love to hear about your business and the 
technology growth challenges you’re facing.

Give us a call or drop us a note.

 

STATIC TELEPHONE
0161 820 2020

ELECTRONIC MAIL
hello@steamhaus.co.uk

LOCATION
Fourways House, 57 Hilton Street 
Manchester, M1 2EJ

@STEAMHAUSMCR

http://steamhaus.co.uk


GET IN TOUCH
Have a new project in mind? 
Want to enhance your current solution?  
Let’s talk.

UNIFORM RESOURCE LOCATOR
www.steamhaus.co.uk
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